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These accounts illustrate the range of
private sector responses on September
11 and also demonstrate the vital role the
private sector plays in ensuring the safety
and well being of its employees.  Some
entities in the private sector, which had
not previously worked on contingency
planning or had depended on inadequate
contingency plans, were forced to
improvise hasty patchwork measures on
September 11.  On the other hand, those
private sector entities that already had
adequate disaster plans in place prior to
September 11 were able to recover much
more quickly and maintain a critical level
of functionality.

Perhaps one of the most important
lessons learned by the private sector was
how foresight, prompt intervention, and
emergency planning can save lives and
greatly aid business recovery and
continuity at the same time.  Conversely,
a sobering look at September 11 shows
that a lack of preparation for disasters
may complicate consequence
management, halt business activity, and
endanger lives.  One lesson is clear:
emergency planning needs to take place
before a crisis occurs, and the private
sector is an essential actor in that
process.

When a hijacked jet—American Airlines
Flight 77—crashed into the Pentagon on
September 11, executives of Science
Applications International Corporation1

had 14,000 workers in offices around the
Washington area, but received no
guidance from government authorities as
to whether it would be safe to release
them.  That same day, Washington
Hospital Center canceled all elective
surgery, cleared out beds and operating
rooms, and prepared to receive victims,
but failed to receive word from local
officials that there would be few injured
victims to treat.2

Earlier that morning in New York, after
American Airlines Flight 11 and United
Airlines Flight 175 hit the north and south
towers of the World Trade Center, nearly
everyone who could evacuate did so
promptly.  Their escape was facilitated
by revisions made in the evacuation plan
by the Port Authority after a terrorist
bomb exploded in the World Trade Center
in 1993.  In addition, the structurally
sound buildings, which were equipped
with stairwells larger than building codes
require, stood long enough to give
potential survivors a chance to escape.3
These factors helped save hundreds, and
possibly thousands of lives on September
11.4
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When the nation’s domestic preparedness
program began in the 1990s, the focus was
primarily to ensure that the federal, state, and
local governments were well equipped to deal
with any potential terrorist attack.  A similarly
limited view has also been adopted by the
private sector.  Since September 11, the issue
of business continuity—the idea that planning
is needed for businesses to operate and deliver
uninterrupted services to customers during
natural and man-made disruptions—has been
the focus of much discussion within the
business community.

While business continuity is essential, there
is an even greater need for an integrated public
and private domestic preparedness strategy,
one that views the private sector not merely as
a profit making entity, but as an entity
responsible (as the government is) for
protecting life and ensuring security.

The first part of this paper argues the private
sector’s current lack of integration into
domestic preparedness programs is dangerous
and explains the need for public-private
emergency planning.  The second part provides
models and recommendations that would
facilitate private sector involvement in public
safety and security planning.

Lack Of Attention Given To The
Private Sector Role

Since September 11, the government has
focused much time, energy, attention, and
money towards fighting the “war against
terrorism.”  Some of the changes include
increased federal attention to counterterrorism
measures; the creation of new entities to fight
terrorism, including the Office of Homeland
Security; and sweeping changes in legislation
to empower law enforcement and intelligence
communities with new tools, such as expanded
wiretapping and surveillance capabilities.5

These changes operate with budgetary funding.
A total of $37.7 billion has been allocated for
the homeland security program, which provides
support for first responders, defense against
bioterrorism, security for America’s borders,
and investment in technology that facilitates
information and intelligence sharing.6  The
federal government, however, has focused

primarily on coordinating ways in which federal,
state, and local government agencies will
respond to a mass-casualty event; it has paid
too little attention to integrating the private
sector into nationwide counterterrorism efforts.

By neglecting the private sector in its
emergency planning, the government limits the
number of potential needs that its homeland
defense initiatives can address.  Historically,
the private sector has not been a part of disaster
planning.  The responsibility has been given
primarily to first responders at the state and
local level, to FEMA for “consequence
management,” and to the Department of Justice
for “crisis management” at the federal level.7

Assigning an emergency management role in
crises to the public but not to the private sector,
has contributed to an oversight of private sector
involvement in domestic preparedness.

Bob Peck, president of the Greater Washington
Board of Trade, illustrates this point:

“On September 11, I looked out of  my
window; the federal government did a
chaotic job of evacuation; there was
gridlock on the streets and we
[Washington Board of Trade] started
getting all these phone calls from
businesses wanting to know if they should
evacuate and how to secure their
buildings…There were also rumors that
the Metro was closed down, that were not
true …They [government officials] are
used to planning their part of the deal [after
a terrorist attack].  They [government
officials] will tell the public to clear the
area, so that they may do their job.  But
the private sector is not integrated.”8

In other words, there is a disconnect between
the government and the private sector during
and after a crisis situation.

Paralleling this disconnect is the way that
businesses have reacted in the aftermath of
September 11. Many businesses, while
concerned with revamping their disaster-
preparedness plans, have merely been focused
on recovering and maintaining their own
operations and systems after the attacks.  The
disorder created in New York City’s financial
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district, for example, was especially difficult to
resolve.  Approximately 20% of the downtown
Manhattan office market—or 15.5 million
square feet of office space—was destroyed in
the September 11 attack.  An additional 12
million square feet of office space was damaged
as a result of falling debris, building collapse,
and fires.9  Corporations near Ground zero
(such as Merrill Lynch, American Express,
Morgan Stanley, Dean Witter, and Lehman
Brothers) worked frantically in the first few hours
after the attack to locate their dispersed
employees.  These corporations also attempted
to return to business by relocating to their
satellite office spaces, pulling up backup files,
and trying to stem the loss of revenues.10

Some companies that were affected by the
September 11 attacks did an extensive revision
of their employee safety strategies, facilities
strategies, communication strategies,
information technology strategies, and
insurance coverage in the weeks following the
attacks.11  Such changes in emergency
response and incident management
procedures include:

1.    Communications:  Communications
plans should be in place in order to
reassure, give instructions, and share
information.  Good communication is
needed to prevent rumors and
misinformation.  New technology has
made it possible for
telecommunications to be an
alternative for conducting business,
bypassing the necessity of face-to-
face interaction.12

2.    Leadership.  Management needs to
review its emergency planning and
practice executing decisions before a
crisis occurs.  Learning how to
effectively handle a disaster is a
management responsibility;
consequently, leadership should
familiarize itself with how to declare a
disaster and how to appropriate
necessary resources in response.

3.  Transportation.  Many employees
were stranded or unable to work after
9-11.  Businesses relying on

transporation for critical functions were
paralyzed: overnight shipping was
postponed, paychecks went
undelivered.13  Commuting to recovery
sites was, in some cases difficult or
impossible.

4.  Geographic Location.  Many
companies affected by September 11
have chosen to diversify their
geographic locations.  According to
TenantWise.com, an online real estate
broker, only 17% of the 137,919
employees displaced by the attacks
have returned.14  Some Wall Street
firms - Lehman Brothers Holdings Inc.,
Cantor Fitzgerald, and Fiduciary Trust
- have relocated to midtown
Manhattan.15  In all, firms based in
downtown New York have moved 30%
of their employees outside the city,
many of them permanently.16

5.    Personnel Back-Up.  Few companies
have thought about succession
planning, and those that have, focused
primarily on the potential replacement
of top executives.17  Cantor Fitzgerald
experienced one of the worst losses,
with 700 employees killed as a result
of the terrorist attacks.18

6.    Database Back-Up.  Companies have
learned that some redundancy in
operations and processing is helpful.
With the destruction of desktops,
laptops, LAN’s, and other technology
and data support systems on
September 11, managers realized that
paper files still remain an important
means of information storage and
maintenance for  work in progress.19

7.  Key Dependencies.  Companies
should understand dependencies on
key vendors.  The reliance on
extended enterprise such as suppliers
and service providers became a
problem especially when the shipment
of supplies was delayed and
manufacturing cycles were disrupted.
Understanding dependencies  will help
to minimize the risk of a supply chain
or service breakdown.20
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8.    Security.  Both physical and logical
security efforts should be reviewed,
and the right amount of preparedness
should be chosen.  This includes, but
is not limited to, the physical security
of buildings as well as the security of
IT systems.21

9.     Insurance.  Companies should review
insurance coverage to capture the
required information for preparing a
claim.  The ability of carriers and
reinsurers to assume resulting
liabilities should be verified in
advance.22

These efforts to alter business continuity plans
were mostly, if not completely focused
internally, neglecting how the government might
guide or assist in contingency planning.
Instead of collaborating with the government
to assess risks, determine protection needs,
select and implement cost-effective policies
and controls, and initiate program tests,
businesses made their security and emergency
preparedness decisions individually.  In other
words, businesses concentrated solely on
improving their own particular response when
addressing safety concerns, mirroring how the
government focuses on its own agenda for
homeland security.

Peck characterizes the private sector response
as follows: “The private sector people dealt like
the government people, for instance, [by]
putting more security in their lobbies…But more
needs to be done on the front of
preparedness…and with coordinating with the
government.”23  George Vradenburg, the
Strategic Advisor to AOL/Time Warner and a
co-chair of the Potomac Regional
Preparedness and Recovery Task Force
agrees: “What is needed is a clear shared vision
in regional private-public partnerships and a
coherence to how government works with
businesses and task forces.”24  As the events
of September 11 have shown, the risks are too
great and the costs are too high for a lack of
preparation and coordination between the public
and private sectors to persist.

4

Limited Progress

To a certain extent, some recognition has been
given to this lack of preparation and
coordination.  The terrorist attacks have
ratcheted up the stakes, giving new impetus
for the government and private industry to plan
safe communities.  For example, federal, state,
and local government agencies have made
some progress working with private sector
entities in the areas of aviation security and
cyber-security.  Even before September 11, a
Presidential Decision Directive, (PDD) 63 or
Critical Infrastructure Protection, issued in May
1998 was intended to “improve federal agency
security programs, establish a partnership
between the government and the private sector,
and improve the nation’s ability to detect and
respond to serious computer-based attacks.”25

The Aviation Security Act of 2001, noted that,
“The existing fragmentation of responsibility for
that safety and security among government
agencies and between government and
nongovernmental entities is inefficient and
unacceptable in light of the hijackings and
crashes on September 11, 2001.”26  It also
placed more responsibility on the federal
government for overseeing private security
functions and security personnel at United
States airports.27

There has also been more vocal attention given
to private sector security.  For instance, public
officials are more frequently issuing statements
that stress the importance of consistent
communication from the government to the
private sector.  “A lot of businesses…are
getting different messages from different levels
of government…” regarding emergency
procedures.  “We have to go seek out private
sector entities to make sure we’re helping them
prepare for [an economic] recovery.  There has
to be a meshing of public and private sector
operations,” states one local official.28

This sentiment is echoed in a recent White
House Report, “Securing the Homeland,
Strengthening the Nation.”  The report tasks
OHS Director Tom Ridge with creating a
national strategy for homeland security that
will be based “on the principle of partnership
with state and local governments, the private
sector, and citizens.”29  In a briefing with
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members of the National Association of
Manufacturers (NAM), the nation’s largest
industrial trade association, Governor Ridge
said:

“But, in fact, for it [national counter-
terrorism strategy] to be a successful
national strategy, the federal government,
the state and local governments, have to
be involved; the public sector certainly has
to be involved.  But very much at the heart
of a successful strategy will be the
involvement of the private sector.  And to
date, that involvement has been
substantial and specific, and in the
months and the years ahead we will
continue to build on really the foundation
that the private sector has laid, the public
sector has been working on over the past
couple of months as well.” 30

Accordingly, federal, state, and local officials
have noted that rethinking the role of the private
sector in disaster planning is essential for many
reasons.  But much more needs to be done
rather than simply expressed, now that the
nation has recognized the need.

Reasons For Government To Invest

There are many reasons why the government
should be invested in engaging the private
sector in its strategy for homeland security.
First, more than 80% of information systems
are owned by the private sector.31

Approximately 90% of critical infrastructure is
owned by the private sector, including banking,
finance, transportation, and intelligence
systems, utilities and water supplies, and
communication networks.32  Some of the most
valuable institutions, and therefore the most
desirable targets, are owned by the private
sector.

Second, September 11 made evident the fact
that the private sector has a crucial role to play
in emergency planning and response.  Many
essential services used in an emergency—
communications, power, water, food, and
medical services—are owned or operated by
private businesses.33  Should a WMD or
biological attack occur, private doctors,
hospitals, and emergency technicians would

5

treat most of the victims.  Likewise in a crisis
situation, pharmaceutical companies would
supply stockpiles of the critical medicines and
vaccines; manufacturers would supply the
necessary protective equipment and gear;
banks and financial institutions would provide
monetary support to the disaster site; privately
owned communications systems would provide
equipment and repairing services; and privately
owned universities, schools, hospitals, or other
buildings might contribute space for triage and
other support activities. 34

Third, most Americans spend a majority of their
time away from home, inside of private
institutions that have their own regulatory
procedures.   These institutions have significant
influence over people’s actions. Employers of
the private sector are often responsible for
planning emergency communications and
evacuation efforts, including school closures,
the provision of shelter, blood drives, vaccination
programs, and other functions.35  The decisions
made by these private institutions affect the
conduct and welfare of employees as well as
the surrounding community.  The government
should factor this reality into its emergency and
crisis planning.

Fourth, incorporating the voice of the private
sector into the national homeland security
strategy would also help stave off inefficiency
in the war against terrorism.  Without the input
of the private sector, counterterrorism efforts
may be fragmented and critical information may
remain stove-piped.  A fragmented strategy may
consequently cause confusion, duplicative
efforts, and an ineffective alignment of resources
with strategic goals.36  On the other hand, once
the roles and responsibilities of the government
and private sector are clarified and delineated,
the burden of counterterrorism is shared—to
the benefit of both.

Fifth, the United States Constitution and our
legal regulatory system view the private sector,
for the most part, as an entity that is not easily
controlled.  The Fifth Amendment to the
Constitution states explicitly that there shall
be no government taking of private property,
without just compensation.  President Truman’s
attempts to control the steel mills during the
undeclared Korean War were invalidated by the



PERSPECTIVES ON PREPAREDNESS / NO. 6 / AUGUST 2002

BEYOND BUSINESS CONTINUITY: THE ROLE OF THE PRIVATE SECTOR IN PREPAREDNESS PLANNING

Supreme Court in 1952; 37 without congressional
authorization, the Court said, the President
could not simply take control of industry,
regardless of the need during a war.  Thus, in
the event of an emergency, the government may
not have the legal authority to force private
entities to act in certain ways—for example,
to provide transportation or safe havens for the
population.38  A domestic preparedness strategy
that integrates the private sector will help
ensure, first, that there is a working cooperation
between government and business so that
expectations and demands can be discussed,
and second, that any legal impediments can
be determined before an event, and legislation
may be sought to remedy any deficiencies.

Finally, joining private and public efforts to
homeland security may also help the
government sustain an appropriate level of
responsiveness and readiness for future
disasters.  Involvement of both the private and
the public sectors in emergency planning will
assist in sustainability, and in the maintenance
of focus and political support for emergency
preparedness planning, even when the attention
given to terrorist threats has waned.
Understanding and appreciating the value of
preparedness by both the private and public
sectors will ensure the longevity, if not the
success, of emergency planning.

Reasons Why The Private Sector
Should Invest

The private sector should be invested and
engaged in domestic preparedness programs
for reasons stemming from obligation to self-
interest.  First, the clearest reason for private
sector involvement in emergency preparedness
is to ensure employee safety.   After September
11, senior executives and boards recognized a
“heightened sense of responsibility” for the
safety of their people and consequently
addressed the “human factor” of business.39

Many businesses realized that their greatest
asset was their people, and that the greatest
loss to the company was not the loss of
revenues, but the loss of human life.

Second, the failure to provide for planning may
have unintended consequences for the private
sector.  For instance, the events of September

11 should change the way businesses think
about their people and the way they provide for
their needs, in particular for their mental health
needs.  Greg Farris, executive director of
business continuity planning at Morgan
Stanley, noted that people were so deeply
influenced by the World Trade Center attacks
that they required assistance from crisis
counselors in, “getting back to normal and
being productive again.”40  A well-developed and
robust emergency response plan, under the
guidance of an incident commander, however,
may provide for the safety of employees as
well as provide for necessary mental health
resources.

Third, as discussed earlier, the private sector
needs to be invested in emergency
preparedness because business continuity
plans are a corporate necessity.  Corporations
that engage in business continuity planning
(BCP) recognize that the risks leading to
business process failure, asset loss, regulatory
liability, customer service failure, or reputation
damage may be mitigated.41  Adequate BCP
may also ensure the safety of one’s staff,
preserve valuable information, minimize service
interruptions, and help resume normal
services.42  Yet focusing solely on business
continuity is a far too limited approach.  With
government assistance and guidance,
businesses may be better assured that their
safety efforts and continuity plans are as
comprehensive and realistic as possible.

Fourth, having public-private preparedness
plans in place may help maintain consumer
and shareholder confidence.  For example, the
knowledge that the government and the private
sector are working on safety precautions, has
helped reassure some air flight passengers
hesitant to fly after September 11.   Confidence
in the safety of a region may help recover losses
(as in the case with aviation security), as well
as help attract new jobs and economic growth
to that area.43

Finally, the private sector should be engaged
in preparedness planning with the government
because there are needs that the private sector
alone cannot meet by itself when disaster
strikes.  One such need is government
guidance that provides accurate and timely
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information during an emergency, guidance
which allows the private sector to craft an
appropriate response and execute its role in
emergency preparedness.   Other private sector
needs include the protection of vital records and
the maintenance of open communication lines.

Lastly, the government plays a part in
stimulating economic recovery after disasters,
e.g., President Bush’s renewal of his pledge of
at least $20 billion in monetary assistance to
New York.44  (All in all, September 11 created a
$54 billion loss in the Lower Manhattan
economy, displacing more than 100, 000
jobs.)45  Integrating the private sector during
emergency planning can help ensure that all
vital services, including those outside the
government, will continue.46

Barriers To Private Sector Investment

Despite the many compelling reasons for private
sector integration, numerous private-public
collaborations have not yet occurred.  This is
partly because of historical precedent—there
has been a traditional lack of government
attention given to private sector involvement.
The stronger and more troublesome reason is
that there are significant barriers and obstacles
hindering security investment.  Investing in
security may in fact, be to many companies’
disadvantage.  “Security is not an income
generator, it’s a cost generator…People want
to spend as little as possible,” states Kevin
Surette, a security consultant in Litchfield,
Maine.47 “Security is not going to add to your
bottom line.  It’s a necessary evil,” adds Joe
Grillo, a chief operating officer at HID Corp.48

Consequently, even if standards for
preparedness are the responsibility of the
government and are federally mandated and
developed, the costs for implementing or
evaluating these practices still falls mainly on
the private sector.  Security is often viewed as
a huge cost, instead of an investment with a
sizable return in the form of preventing losses.

Exacerbating this problem, are substantial legal
concerns—concerns that organizations could
face antitrust violations for sharing information
with industry partners, that their information
could be subjected to Freedom of Information
Act disclosures, or that they could face liability

concerns.  These, along with cost concerns,
currently limit private sector involvement.49

Thus, whereas more rhetorical attention is
being paid to the lack of private sector
involvement in preparedness, substantial
initiatives to address this problem are either
lacking or are still burgeoning.

How To Engage The Private Sector:
Models

The work that remains to be done is daunting,
but nevertheless achievable.  In a practical
sense, private and public partnerships will need
to foster effective communication to and from
the private sector and the government.  “We
need those in positions of authority to
communicate clearly and calmly.  Unless
public officials and private sector leaders
coordinate in advance, mixed messages will
complicate the job of surviving, recovering, and
putting communities back together.  That’s why
advance planning is so critical,”50 states Mike
McCurry, founder of Grassroots Enterprise and
co-chair of the Potomac Task Force.

Advance planning entails developing public and
private dialogues on issues of common
concern, understanding differing motivations
and perspectives, cooperatively defining roles
and responsibilities, and addressing burden
sharing issues.51  As private and public entities
learn to work together, they will be better able
to discover the gaps in domestic preparedness,
identify and share some of their best security,
safety, and recovery practices, and work to
standardize their emergency planning with
government guidance.

Perhaps the most difficult question to answer
is how the private sector should be integrated
into domestic preparedness programs.  One
model of how public and private sectors have
worked together effectively on a transnational
problem emerged during the Y2K millennium
crisis.  During the 1990s, it was feared that
computer systems, software applications, and
embedded microprocessors would crash or
malfunction on January 1, 2000.  Because they
were programmed with date fields using just
two digits for the year, people feared they would
simply return to 1900 at the start of the new
millennium.52
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According to the Office of Management and
Budget, the federal government spent an
estimated $8.34 billion to remedy the Y2K
problem; the Commerce Department estimated
that U.S. government and businesses
combined spent roughly $100 billion.53  With
roughly 180 billion lines of software code to be
rewritten, and millions of embedded chips that
needed to be replaced or destroyed, the
magnitude of the technological and managerial
challenge was brought to international attention
as a bona fide emergency.54  The attention
resulted in massive mobilization with a
leadership role for the federal government and
partnerships with the private sector and
international governments.

The federal approach to the Y2K situation may
be organized into the following five categories:

1.    Congressional oversight of agencies
to hold them accountable for
demonstrating progress to heighten
public awareness of the problem.

2.     Central leadership and coordination
to ensure that federal systems were
ready for the date change, to
coordinate efforts primarily with the
states, and to promote private sector
and foreign government action.

3.  Partnerships within the inter-
governmental system and with the
private entities, divided into key
economic sectors to address such
issues as contingency planning.

4.     Communications to share information
on the status of systems, products,
and services, and to share
recommended solutions.

5.    Human capital and budget initiatives
to help ensure that the government
could recruit and retain the technical
expertise needed to convert systems
and communicate with the other
partners and to fund conversion
operations.55

A homeland security plan may demand a level
of leadership, oversight, and partnership similar
to the Y2K model.56  However, Homeland
Security Director Ridge realizes its distinct
challenges: “You may say homeland security
is a Y2K problem that doesn’t end January 1st

of any given year,” he has said, alluding to the
fact that unlike the relative success of initiatives
and partnerships formed to face the Y2K
situation, initiatives and partnerships
addressing counter-terrorism need to be
sustained over time.57

Since September 11, two of the most visible
prototypes that have addressed the needs of
private industry in crisis situations are: the
Potomac Conference Regional Task Force on
Preparedness and Recovery, working in
collaboration with the Washington Council of
Governments’ (WASHCOG) Task Force on
Homeland Security and Emergency
Preparedness; and the New York City
Partnership (hereinafter the NYCP).58  The
Potomac Conference Regional Task Force on
Preparedness and Recovery (hereinafter the
Potomac Conference Task Force) was
launched in Washington on November 29, 2001,
to promote regional collaboration and to spur
businesses, non-profits, and public officials in
all levels of government to prepare for future
crises.  More specifically, its goal is to work
with public sector leadership to “develop and
implement a comprehensive, integrated plan
for prevention, response, and recovery from any
potential crisis in the Greater Washington
region.” 59 The Potomac Conference Task Force,
comprised of 160 individuals from businesses,
non-profits, and the government, was divided
into four break-out groups that would address:
(1) Emergency Preparedness;  (2) Business
and Non-Profit Continuity;  (3) Economic
Recovery; and  (4)  Communications.60

Similarly, the NYCP is comprised of 200
“partners”—leaders from the business, real
estate, and investment communities.  The
NYCP is a non-profit organization that works
on legislation, regulation, and public issues
impacting businesses and the economy.61

Since September 11, it has engaged in studies
and actions devoted to rebuilding the Lower
Manhattan business community.  The NYCP,
however, is still in the preliminary stages of
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addressing public-private collaboration and is
currently working on designating a safety and
security task force dedicated to this issue.62

Promoting partnerships such as the Potomac
Conference Task Force the NYCP may
maximize resources and foster useful regional
relationships.

How To Engage The Private Sector:
Recommendations And Tools

While the government relies on the private
sector for greater support in protecting critical
infrastructure and the homeland, many in the
private sector are looking to the government to
encourage safer networking and information-
sharing in nonlegislative and nonregulatory
ways.  The government should take active steps
in fostering a private-public approach to
homeland security, and to encourage private
sector participation in domestic preparedness.
There are three steps involved in the process:
researching the problem, providing risk and
threat assessments to the private sector, and
finally implementing policy tools that encourage
private sector integration into homeland
security.

The first step is to understand the problem fully
before making recommendations and taking
action.  A public-private commission comprised
of people who have worked on critical
infrastructure protection, health officials from
the private and public areas, businesses
leaders, and government officials should be
tasked with examining the lack of private sector
integration in homeland security.  Any
recommendations made by this public-private
commission should be framed in terms of
establishing and maintaining private sector
involvement in domestic preparedness
programs.

Second, after understanding the problem and
focusing on what needs must be met, the
government should offer assistance with risk
and threat assessments.  Risk assessments
are “decision-making support tools that are
used to establish requirements and prioritize
program investments.”63  Risk assessments
form a “deliberate, analytical approach that
results in a prioritized list of risks;” this list may
be used to select countermeasures to create

a certain level of preparedness for an area.64

Threat assessments are tools that “identify and
evaluate each threat on the basis of factors such
as capability and intent to attack an asset, the
likelihood and severity of the consequences of
a successful attack.”65

Without the benefits of a threat and risk
assessment, many companies rely on worst-
case chemical, biological, radiological, or
nuclear scenarios to generate countermeasures
for prevention.  This means that the company,
working from a worst-case scenario, focuses
on vulnerabilities  (which are unlimited) rather
than credible threats (which are limited).66

Compared to worst-case scenarios, targeted
threat and risk assessments give better
guidance as to how to address threats and
allocate resources, taking into account how
much preparedness is necessary.67

Since September 11, many in the private sector
have taken security matters into their own
hands.  This is evident from the rise of security
spending and technological security devices:
private security guards, metal detectors, digital
cameras, electronic photo ID cards used to
track employees, facial recognition systems,
and fingerprint readers.68  Other companies have
chosen to irradiate mail and check ventilation
systems in anticipation of an anthrax or bioterror
event.69  Still others have decided to strengthen
the structure of their buildings,70 or even to
relocate.

Risk and threat assessments, however, will help
decide what level of preparedness and action
is appropriate, while factoring the context of
the business operation together with the
likelihood of an attack.  Thus, a small company
in Iowa will not necessarily possess the same
safety concerns or the same safety
requirements as a large investment bank in
downtown New York.  A company’s level of
preparedness needs will differ by location,
density, industry, and a range of other factors.

Lead federal agencies should develop a best-
practices model for the private sector that
enables them to conduct more accurate risk,
vulnerability, and survivability assessments.71

Such a model would allow industry to address
its security needs according to a set of
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performance standards, as opposed to a set of
government specifications.  The Defense
Department’s internal assessment program
may serve as a guide in developing best
practices.72  In addition, the Department of
Justice Office for Domestic Preparedness and
the FBI have worked together to provide state
and local governments with a risk and threat
assessment tool.73  This tool includes a step-
by-step methodology for assessing threats,
risks, and requirements which could likely be
put to use by the private sector.

Third, the federal government possesses a
variety of policy instruments (such as
regulations, tax incentives, and regional
coordination and partnerships) that could be
used to encourage or mandate that private
sector entities take actions addressing security
concerns.  The methods for engaging the private
sector may rest on frameworks ranging from
the regulatory to the rewarding, to the simple
removal of barriers to security investment.

The regulatory framework operates under the
assumption that the government must take
more proactive measures in setting standards
for infrastructure and programs vital to
preparedness.  In the most stringent regulatory
framework, federal agencies would support
standards adopted by the private sector, and
these standards would be placed under federal
oversight.  A less stringent regulatory framework
would present alternatives to federal preemption
and operate on a more voluntary basis.  The
following are five models proposed by a
Government Accounting Office Report.74  These
models represent the spectrum of shared
regulatory authority:

1. Fixed federal standards that preempt
all state regulatory action in the subject
area covered;

2. Federal minimum standards that
preempt less stringent state laws but
permit states to establish standards
that are more stringent than the federal;

3. Inclusion of federal regulatory
provisions not established through
preemption in grants or other forms of

assistance that states may choose to
accept;

4. Cooperative programs in which
voluntary national standards are
formulated by federal and state officials
working together; and

5. Widespread state adoption of voluntary
standards formulated by quasi-official
entities.

Enforcing these standards is a separate issue,
which can be addressed in a regulatory
framework.  Depending on how stringent the
chosen regulatory framework may be,75  entities
that enforce these security standards (or
recommendations) may respond in kind.  A
variety of entities may be “enforcers.”  For
example, companies might undergo regular
federal audits, engage in voluntary reporting to
committees with federal oversight, or report to
trade organizations,  which would oversee the
enforcement of these standards.  If standards/
recommendations are not properly
implemented, these entities may respond in a
punitive fashion.

The methods used in a rewarding framework
consist of incentives that encourage the private
sector to increase its security precautions.
Incentives would include measures such as tax
incentives and designation on an honor role.
Tax incentives may consist of special
exclusions, exemptions, deductions, credits,
deferrals, or tax rates in the federal tax laws.76

Tax incentives do not generally permit the same
degree of federal oversight and targeting as
grants.77  Similarly, a biannual “honor roll,” a list
used for comparing companies and noting
exemplary performance, is suggested to
highlight the top 100 companies that have
adopted these security standards—to stimulate
and encourage voluntary participation.78  The
honor roll would essentially create a competitive
atmosphere in industry, in which the adoption
of comprehensive security systems is rewarded
with recognition.  More importantly, it would
likely be utilized by “potential customers,
investors, and insurers,” in their decisions
choosing between potential providers.79

10
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The methods used in the removing barriers
framework simply entail doing that which is
expedient to encourage private sector
involvement in security.  This includes providing
Freedom of Information Act (FOIA)
exemptions80 to specific companies.  FOIA
exemptions exempt certain business records
from disclosure.  Many companies fear that
any information that they share about their
vulnerability or risk of intrusion will become
public knowledge and will therefore damage
public and shareholder confidence.  Companies
hesitate to disclose that information, even if it
is vital to the interest of national defense.
Competitors may also use FOIA requests to
gain information about a company’s practices
or systems—information that may include
trade secrets.81

The damage done when confidential information
is made public may be detrimental to
businesses; “an inadvertent release of
confidential business information, such as
trade secrets or proprietary information, could
damage reputations, lower consumer
confidence, hurt competitiveness, and
decrease market shares of firms.”82  Targeted
FOIA exemptions, however, would encourage
some businesses (which would be pre-
identified by the government’s commission) to
share critical information in the interests of
protecting the nation, and to cooperate in
making threat assessments of infrastructure
without compromising business concerns.

The government should also provide narrow
antitrust exemptions, such as the legislation
passed by the 105th Congress, the Information
and Readiness Disclosure Act,83 which
exempted any information sharing for the
purposes of Y2K preparedness from antitrust
laws.   Antitrust laws are meant to prevent
businesses from colluding and price-fixing, but
they also inhibit companies from sharing
information on infrastructure vulnerability or
from working on the means to protect it.84  When
homeland security is threatened, however, any
cooperation to protect critical infrastructure
should be exempted from antitrust laws to
protect cooperative companies from unjust
lawsuits.

One pending legislative bill that promotes both
FOIA and antitrust exemptions is the S. 1456,
the Critical Infrastructure Information Security
Act of 2001.  The bill has several purposes—to
“facilitate the security of the critical
infrastructure of the United States; to encourage
the secure disclosure and protected exchange
of critical infrastructure information; to enhance
the analysis, prevention, and detection of
attacks on critical infrastructure, and to
enhance the recovery from such attacks.”85   A
group of eight industry organizations, including
the National Association of Manufacturers
(NAM), Edison Electric Institute, American
Petroleum Institute, and the ITAA wrote to
lawmakers in October 2001 encouraging them
to pass S.1456.  The last major action involved
hearings held by the Senate Committee on
Energy and Natural Resources in October 29,
2001.

Finally, Congress should remove tax penalties
that make it more difficult for the private sector
to invest in security measures.  Industry is only
allowed to depreciate its spending for security-
related purchases, often over an extended
period.  This creates a tax on investment
spending,  which, in turn, increases the effective
cost while discouraging businesses from
spending on security.86 Removing tax penalties
on companies that invest in security will
encourage the private sector’s participation in
domestic preparedness.  Congress should
revise the tax code to permit infrastructure
owners to deduct the full cost of security-related
spending in the year that such expenses are
incurred.87

These three frameworks (regulatory, rewarding,
and removing barriers) and their methods are
by no means comprehensive, yet this list may
serve as a guide to government action.  These
policy tools, however, are most effective only
after private sector and government needs have
been researched properly through a private-
public commission, and risk and threat
assessments have been issued.  There are both
advantages and disadvantages to each
framework as policy tools.   For reasons
detailed in the following paragraphs, a step in
the right direction would favor the removing
barriers framework, as opposed to the
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regulatory or rewarding frameworks.  After the
removing barriers framework has been
successfully implemented and its shortfalls
revealed, a mix of regulatory or rewarding factors
may then be augmented, depending on need.

Advantages/Disadvantages

Each of the frameworks has its merits and
drawbacks.  A benefit of the regulatory
framework is that it would help standardize
security efforts.  On the other hand, regulatory
models (especially on the more stringent side)
may be politically difficult to maneuver, as most
businesses balk at government regulation of
their trade.  Second, rigid standards enforced
by a regulatory model often do not allow firms
to adapt these standards according to their own
organizational capacity and needs.  Another
disadvantage of the regulatory model is that it
might discourage, or worse, stymie, any
innovation of private sector solutions to security
problems.  When the private sector takes
responsibility for security, the internal regulatory
strategies may perhaps be even less costly
and more effective than they would be under
government standards.88  Finally, the
enforcement of the regulatory model would be
subject to constant or continual evaluations or
measurements, checking if businesses are
sufficiently prepared.  This could be costly to
both parties, without a distinct end-point in the
development of private sector preparedness.

The rewarding framework may encourage
greater information-sharing and investment in
security in the private sector without incurring
the political difficulties of the regulatory
framework.  A significant disadvantage to the
rewarding framework, however, is that it might
be costly in a period of economic decline.
Using rewards and incentives may also give
certain companies competitive advantages that
they would not ordinarily possess unless the
rewards were distributed to companies across
the board.  Economic policy might be skewed
towards favoring larger corporations that the
government has targeted as necessary
information sources.  It should be noted that
there is a trade-off that occurs when
governments target specific companies for
rewards; the government may be compromising
a bit of security standardization when targeting

only a specific number of companies for
rewards.

The removing barriers framework, although not
a complete solution, poses the best point of
entry for government to encourage private
sector investment.  However, responsible and
careful the use of exemptions and tax penalty
removals may be, removing barriers may still
be seen as solely promoting corporate welfare.
It is beneficial to all, however, insofar as it
encourages companies to share information
crucial to national defense, encourages
cooperation on efforts to protect critical
infrastructure, and removes legal and financial
obstacles to security investment.

State And Local

The above recommendations demonstrate
options for federal activism.  Initiatives that
integrate the private sector on a state and local
level are also important.  Public-private
partnerships cannot be built without the
involvement of local governments.  One means
of encouraging local level involvement would
be to place business leaders on state
counterterrorism task forces.89  Many of the
already existing state task forces would likely
benefit from the perspective of the private
sector.

Regional coordination is another means of
fostering private sector engagement at the state
level.  With regional coordination, mutual aid
agreements provide a structure for resource-
sharing and assistance among jurisdictions in
response to an emergency.90 Because individual
jurisdictions may be short-handed in an
emergency, these agreements allow resources
to be deployed quickly across a region.  In
some cases, these agreements may provide a
means for the state to share services,
personnel, supplies, and equipment with
counties, towns, and municipalities within the
state, with neighboring states, or with states
bordering Canada.  Other agreements also
provide cooperative planning, training, and
exercises for private and public entities to
prepare for emergencies.91  The Emergency
Management Assistance Compact, or EMAC,
is an example of an interstate mutual aid
agreement that allows states to assist one
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another in responding to natural and man-made
disasters.  Currently, there are forty-two states
and two territories that are members of EMAC.92

Since September 11, businesses have
responded to the continuing threat of terrorism
in a variety of ways.  One rather dramatic
means has been the relocation of businesses
to areas less likely to be victimized, such as
Connecticut and New Jersey.  There is,
however, a more measured, and more realistic,
response.  Cities and commerce will likely be
the targets of terrorism, or, as one commentator
put it, “density kills.”93  That is likely true, but
hardly illuminating.  Instead of “running for the
hills,” a more collaborative approach towards
integrating the private sector into domestic
preparedness planning may go far in minimizing
and mitigating the harm to property, commerce,
and most importantly, people.

Homeland security is a task that involves not
only public entities and officials, but private
entities and officials as well.  Currently, there
is a lack of integration with the private sector
in domestic preparedness programs because
of historical reasons, cost concerns, and legal
impediments.  The need for public-private
partnerships, however, is vital for many reasons.
Research by a public-private commission,
government assistance in issuing threat and
risk assessments, and the utilization of policy
instruments will likely benefit not only the public
sector, but the nation as a whole.
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